Al AS TEST DESIGNER

Transforming
Experience into
Automated Testing S sYsTEm

Improving digital life



Education
Master’s degree, Faculty of Electrical Engineering,
Sarajevo

""‘  « Experience
15+ years in test automation and test management

. Expertise
Developing testing strategies and technical improvements
Enhancing test team efficiency

- * Current Focus
' Exploring Al and its impact on software testing

S T



WORKING AS A QA NOWDAYS

Explore Al-powered tools
and integrate them into
daily work

Build your own Al solutions
to improve your work.




RACING AGAINST REALITY

* QA joining late

* User behavior is different from User stories

* Time consuming

e Existing tests not finding new bugs, but bugs appear

In production



HOW MANY OF US HAVE SEEN THIS?




WHAT TO DO?




HOW - Building Al augmented QA system

Application Normalize Prepare
Logs Logs LLM Prompt



STEPS

e T

Data collection

Data processing

Al Test case generation
Al Test case validation

Test case automation



STEP 1 — Data collection

* Frontend (browser events, API calls, rendering errors)
» APl Gateway (traffic routing, latency, upstream errors)

* Backend services:
auth-service
catalog-service
cart-service
order-service
payment-service
notification-service



STEP 1 — Data collection
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[ERROR] [payment-service] [trace=trace-2f8b26ed] [session=sess-216970] [ip=226.172.247.47] user_id=1115 - Payment succeeded order_id=order-1475763 txn=a9fc@57ac420

[INFO] [frontend] [trace=trace-7209b9a4] [session=sess-738551] [ip=86.43.15.121] user_id=1200 - User clicked add-to-cart product_id=1010

[INFO] [frontend] [trace=trace-addcc589] [session=sess-351083] [ip=22.65.159.130] user_id=1098 - Service worker update found, skipWaiting() called

[ERROR] [payment-service] [trace=trace-aceb20d2] [session=sess-736059] [ip=165.229.165.171] user_id=1211 - Payment declined order_id=order-1791952 reason=card_declined code=847

[WARN] [order-service] [trace=trace-b7c61661] [session=sess-226882] [ip=117.156.222.102] user_id=1172 - Order status updated id=order-1354508 status=CONFIRMED

[INFO] [payment-service] [trace=trace-deb67aee] [session=12f800af-0f08-4128-be@1-3395557d3b84] [ip=58.87.138.142] user_id=guest - Payment succeeded order_id=order-1249565 txn=f45eead7012a
[DEBUG] [catalog-service] [trace=trace-f8ff64f1l] [session=sess-198907] [ip=6.203.15.179] user_id=1038 - Fetched product details id=1007 sku=SKU-1007 cache_hit=false db_ms=56

[INFO] [notification-service] [trace=trace-f330aea9] [session=sess-662336] [ip=186.168.13.212] user_id=1038 - Push notification queued user_id=1038 event=cart_abandonment

[INFO] [recommendation-service] [trace=trace-91802e04] [session=sess-202664] [ip=228.101.225.80] user_id=1222 - Calculated recommendations for user_id=1222 took=338ms items=17

[INFO] [frontend] [trace=trace-09b7e656] [session=sess-604740] [ip=24.194.103.151] user_id=1189 - Unhandled promise rejection: TypeError: Cannot read property 'price' of undefined at

[DEBUG] [catalog-service] [trace=trace-do4f56f4] [session=sess-262316] [ip=245.11.234.99] user_id=1190 - Failed to load images for product id=1005 - S3 403
[ERROR] [order-service] [trace=trace-f6c4a070] [session=sess-265080] [ip=22.65.159.130] user_id=1212 - Order status updated id=order-1892697 status=CONFIRMED
[INFO] [analytics-service] [trace=trace-b284b44d] [session=d6e45557-d982-4fec-al8a-b7c38e8598be] [ip=63.34.250.248] user_id=guest - Event queued type=page_view page=/product/2343

[INFO] [cart-service] [trace=trace-98dc52a4] [session=sess-802258] [ip=40.244.148.129] user_id=1045 - AddItem product_id=1006 qty=1 cart_id=cart-44814

[INFO] [order-service] [trace=trace-a7313b209f73] [session=sess-630458] [1p=236.27.140.161] user_id=1050 - Order failed to reserve inventory id=order-1923653 error=insufficient_stock
[DEBUG] [catalog-service] [trace=trace-0abea703] [session=sess-108203] [ip=56.37.103.184] user_id=1211 - Fetched product details id=1009 sku=SKU-1009 cache_hit=false db_ms=86

[INFO] [api-gateway] [trace=trace-3b67085b] [session=sess-820892] [ip=67.67.8.188] user_id=1045 - Proxy cart-service -> GET /vl1/products status=200 latency=524ms

[INFO] [search-service] [trace=trace-a2925balcf62] [session=sess-768061] [ip=236.27.140.161] user_id=1007 - Search index query="black friday" hits=94 t=457ms

[INFO] [catalog-service] [trace=trace-d2f180f77689] [session=sess-672092] [ip=26.61.31.167] user_id=1017 - Fetched product details id=1006 sku=SKU-1006 cache_hit=true db_ms=57

[INFO] [payment-service] [trace=trace-b84151e5] [session=sess-526117] [ip=63.34.250.248] user_id=1227 - Payment succeeded order_id=order-1970733 txn=99483400176b

[INFO] [api-gateway] [trace=trace-eba6d505] [session=sess-941204] [ip=255.80.189.228] user_id=1151 - Proxy search-service -> POST /v1/products status=500 latency=556ms

[DEBUG] [frontend] [trace=trace-3e2c47dd] [session=sess-466643] [ip=147.205.89.191] user_id=1176 - User clicked add-to-cart product_id=1007

[INFO] [frontend] [trace=trace-abda903a] [session=sess-519093] [ip=35.105.181.132] user_id=1201 - Unhandled promise rejection: TypeError: Cannot read property ‘price' of undefined at

[INFO] [order-service] [trace=trace-f265783e] [session=sess-557592] [ip=36.147.59.131] user_id=1101 - Order created id=order-1536265 user_id=1101 total_cents=31315

[ERROR] [cart-service] [trace=trace-6f878bcl] [session=sess-481913] [ip=155.240.2.115] user_id=1041 - Checkout initiated cart_id=cart-49363 total_cents=133939

[ERROR] [payment-service] [trace=trace-6ecfla3e] [session=sess-797229] [ip=213.136.66.222] user_id=1156 - Charge attempt order_id=order-1710219 processor=stripe amount_cents=197118
[INFO] [api-gateway] [trace=trace-4778503e] [session=sess-808446] [ip=24.194.103.151] user_id=1167 - Proxy payment-service -> GET /vl/orders status=200 latency=357ms

[INFO] [order-service] [trace=trace-2f39594a71e3] [session=sess-805477] [ip=49.57.211.44] user_id=1061 - Order cancelled id=order-1025611 reason=payment_timeout

[DEBUG] [search-service] [trace=trace-be2d6639] [session=sess-303880] [ip=40.244.148.129] user_id=1235 - Search index query="coffee" hits=49 t=511ms

[INFO] [frontend] [trace=trace-c32dc884] [session=5198e6ee-dbe7-4085-bcac-75afa01d8ed9] [ip=241.67.38.47] user_id=guest - API call POST /api/cart/add status=401 latency=91ms
[DEBUG] [frontend] [trace=trace-d52a268c] [session=sess-724377] [ip=17.206.93.210] user_id=1227 - Client-side validation failed: email invalid

[DEBUG] [recommendation-service] [trace=trace-6109079e] [session=sess-980660] [ip=191.60.76.6] user_id=1067 - Calculated recommendations for user_id=1067 took=146ms items=16

[WARN] [api-gateway] [trace=trace-b28700946dd8] [session=sess-345884] [ip=20.44.63.232] user_id=1087 - Proxy cart-service -> GET /vl/cart status=200 latency=1116ms

[INFO] [auth-service] [trace=trace-6cb15f80] [session=14e5e523-608f-435d-93e6-e557fb1b1910] [ip=239.200.152.73] user_id=guest - Password reset requested for user_id=1120

[DEBUG] [search-service] [trace=trace-f024657d] [session=sess-829308] [ip=62.177.59.144] user_id=1240 - Search index query="coffee" hits=48 t=493ms

[WARN] [auth-service] [trace=trace-59b54534] [session=sess-664365] [ip=152.140.36.201] user_id=1155 - Refresh token rotated for user_id=1155

[INFO] [frontend] [trace=trace-e6e6ef71] [session=sess-859359] [ip=178.185.67.122] user_id=1148 - Rendered HomePage in 227ms

[DEBUG] [catalog-service] [trace=trace-daef5867] [session=sess-497519] [ip=169.72.141.153] user_id=1074 - Updated inventory for sku=SKU-1004 delta=3

[INFO] [frontend] [trace=trace-3d60508a] [session=72092575-6687-4e0c-9f73-86553999bbb4] [ip=218.246.26.38] user_id=guest - API call GET /api/products?query=shoes status=200 latency=65ms
[INFO] [catalog-service] [trace=trace-1f59a6fa] [session=sess-587623] [ip=220.113.61.150] user_id=1052 - Search query="coffee" results=38 t=127ms

[INFO] [order-service] [trace=trace-d2403485] [session=sess-515922] [ip=40.244.148.129] user_id=1133 - Order created id=order-1207963 user_id=1133 total_cents=20922

[INFO] [payment-service] [trace=trace-264d279c] [session=sess-920652] [ip=173.60.45.109] user_id=1230 - Payment declined order_id=order-1693655 reason=card_declined code=479
[DEBUG] [catalog-service] [trace=trace-179a4ad52428] [session=sess-766459] [ip=118.86.175.114] user_id=1126 - Updated inventory for sku=SKU-1003 delta=14




STEP 2 — Data processing

This is the most crucial step from LLM use

Raw Logs # Usable Data
- Raw production logs are chaotic by nature
- To an LLM, this looks like noise. It cannot reliably infer structure, relationships, or chronology without
help

LLMs Learn Patterns, Not Randomness
- LLM can see user journeys and cause—effect chains clearly like a human reading a log timeline.

Correlation and Context
- Without normalization and correlation (e.g., via trace_id or session_id), those become isolated facts.
- After processing, they form a narrative flow — the exact input an LLM needs to reason about failures or
generate test cases



STEP 3 — Al test case generation

As a test engineer, | want you to analyze the given logs, which are a

representation of the user behavior for the shopping application. Based

on the logs, suggest end-to-end test cases in JSON and Gherkin
format, but please make sure to use the following test case template:
Test title

Steps to reproduce

Expected result.

If any data or endpoints are available, please include them. If any of the

requested fields is not available, mark it as < <SKIPPED> >,




STEP 3 — Al test case generation

</> gherkin

Feature: End-to-End Shopping Application Validation

Scenario: Guest user completes full checkout journey
Given the user launches the shopping application
And the homepage loads successfully
When the user searches for "Running Shoes"

And applies product filters

And selects a product from the search results
And adds the product to the cart

And updates the quantity to 2

And proceeds to checkout

And enters shipping and payment information
And places the order

Then the order should be created successfully

And an order confirmation ID should be generated




STEP 4 — AI test case validation

Input:
e Logs or behavior traces (the same data your analyzer
DATA | 2212
NORMALIZATION e The generated test cases (json or Gherkin scenarios)
LLM ANALYZER
RERSITNY Output:
) e A score or rating (e.g., 0—1 or 0—100)
. : e A qualitative explanation (“This test duplicates an existing
"E';(“E'::EUSTSI:]“N" checkout flow but omits coupon handling.”)
e Optionally: a recommendation to keep, modify, or discard

the test



STEP 95 — Test case automation

Application Normalize Prepare Test
Logs Logs LLM Prompt Cases




KEY TAKEAWAYS

1Al as an enabler, not a replacement — Al won’t replace QA engineers, but it will
empower them to test smarter and more effectively

1Closing coverage gaps — Al-driven test generation helps uncover user flows that
are often missed due to outdated or incomplete requirements

_IFuture of QA - The role of QA engineers is shifting from manual creation of test
cases to guiding and validating Al-driven systems.



sustemverification.com

SYSTEM

VERIFICATION

T

_ iy
By
LLLLLILL)




	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17

